Genetically Modified Microorganisms

Animal Pathogens (contOd)

Plant Pathogens (contOd)

Fungi (contOd):

PF5. Puccinia striiformis (syn. Pucciniaglumarum)
PF6. Pyricularia grisea/Pyricularia oryzae

Genetically Modified Microorganisms:

PG1. Genetically modified microorganisms or
genetic elements that contain nucleic acid
sequences associated with pathogenicity
derived from the plant pathogens on the list.

WGL1. Genetically modified microorganisms or Viruses (cont®d):

genetic elements that contain nucleic acid AV11. Porcine enterovirus type 9 (synonym: Swine

sequences associated Wlth pathogenlm_ty aljd vesicular disease virus)

are de.rlved from_ c.)rgan?sms in thg warning list. AV12. Rinderpest virus
WG2. Genet'qcallly moiilﬁtehd trm(:rct)o_rganlslm_s or . AV13. Sheep pox virus

genetic elements that contain nucleic aci AV14. Teschen disease virus

sequences coding for any of the toxins in the AV15. Vesicular st titis vi

warning list or their subunits. - vesicular stomatitis virus

Toxins (Warning List) Bacteria:
AB3. Mycoplasma mycoides
WT1. Abrin
WT2. Cholera toxin Genetically Modified Microorganisms:
WT3. Tetanus toxin AG1. Genetically modified microorganisms or
WT4. Trichothecene mycotoxins genetic elements that contain nucleic acid
WT5. Modecin sequences associated with pathogenicity and
WT6. Volkensin are derived from animal pathogens on the list.
WT7. Viscum Album Lectin 1 (Viscumin)
Animal Pathogens Plant Pathogens
Viruses: Bacteria:
o ) . PB1. Xanthomonas albilineans
AVL. African swine fever virus PB2. Xanthomonas campestris pv. citri
AV2. Avian influenza virus ' P PV
AV3. Bluetongue virus Funai:
AV4. Foot and mouth disease virus EUndL . .
. PF1. Colletotrichum coffeanum var. virulans
AV5. Goat pox virus :
AVE. H ) Atieszky s di (Colletotrichum kanawae)
- MeTPES VITUS (. ujeszky s lsease?) PF2. Cochliobolus miyabeanus (Helminthosporium

AV7. Hog cholera virus (synonym: Swine fever oryzae)

virus) . PF3. Microcyclus ulei (syn. Dothidella ulei)
AV8. Lyssa virus L . o .

i . PF4. Puccinia graminis (syn. Puccinnia graminis f.

AV9. Newcastle disease virus sp. tritici)
AV10. Peste des petits ruminants virus

Awareness Raising Guidelines

Bacteria:
PWB1. Xanthomonas campestris pv. oryzae
PWB2. Xylella fastidiosa

Fungi:
PWF1. Deuterophoma tracheiphila (syn. Phoma
tracheiphila)

PWF2. Monilia rorei (syn. Moniliophthora rorei)
Viruses:

PWV1. Banana bunchy top virus

Genetically Modified Microorganisms:

PWG1. Genetically modified microorganisms or
genetic elements that contain nucleic acid
sequences associated with pathogenicity
derived from the plant pathogens identified
on the awareness raising list.

Figure 3.0-2. Australia Group Biological Agents (cont’d)
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Table 3.2-1. Stabilization, Dissemination, and Dispersion Technology Parameters

Sufficient Technology Export Control Critical Unigue Test, Production, Unique Software
Technology Level Reference Materials and Inspection Equipment and Parameters
Freeze-drying Having: AGList; Stainless steel; | Toxic agent detectors None identified
Equipment steam sterilizable; titanium; glass
a condensor capacity CCL Cat2B
>25kgin 24 hours and
<400 kg in 24 hours
Aerosol Inhalation Designed for aerosol AGList; High efficiency | Toxic agent detectors None identified
Chambers challenge testing having a CCL Cat 2B filter that
capacity > 0.5 cubic meter passes parti-
cles0.1to
10 um in
diameter
Delivery systems and | Any capability is a concern WAMLA4, 7, None identified | Spin flow and flow-forming | None identified
spray tanks to allow machines
bomblet USML IV, XIV
dissemination
Warheads for Any capability is a concern WA ML 4; None identified | Spin flow and flow-forming | None identified
missiles USML IV. XIV machines
Development and use | Any capability is a concern CCLEAR99 None identified | None identified Validated software to

of accurate, short-
termweather
prediction

predict short-term
weather patterns
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Table 3.2-2. Stabilization, Dissemination, and Dispersion Reference Data

Technology

Technical Issues

Military Applications

Alternative Technologies

Freeze-drying Equipment

Maintaining low temperature

Stabilize biological agents for use in BW or
for storage

None identified

Aerosol Inhalation Chambers

Filters that pass 0.1-10 pm particles
and remove large quantities of debris
(>20 pm diameter)

Testing aerosols for BW use

Detonation-induced release of
particles having uncontrolled
sizes

Delivery systems and spray
tanks to allow bomblet
dissemination

Delivery range, accuracy, and effect
on contained organisms

Delivery of both conventional weapons and
WMD

Detonation-induced release of
particles having uncontrolled
sizes

Warheads for missiles

Delivery range, accuracy, and effect
on contained organisms

Delivery of both conventional weapons and
WMD

Balloon-floated devices; non-
fixed-wing vehicles

Development and use of
accurate, short-termweather
prediction

Dissemination of biological weapon

Predict dispersion patterns of
disseminated biological weapons to
maximize the effect on hostile troops and,
at the same time, minimize the effect on
friendly troops

On-site determination of wind
pattern and wind flow
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SECTION 3.3—DETECTION, WARNING, AND IDENTIFICATION

OVERVIEW

Detection, warning, and identification involve sensors and transduction of a d¢
tected signal to a transponder. Standoff detectors provide early, wide-area spect
scope and warning of biological agent attack. Stand-off detectors are spectrosco P —
based monitors of materials containing nucleic acid/protein with absorbance in tt varning. .~ .

230-285 nanometer range. They can be confounded by biological material or polll| * Ideqt|f|cat|on_|scr|t|cal to medical response. ,

of size similar to that of the biological agent. Point detectors are used at designal| * Vaiousphysical phenomenaare used to convert sensor signals to
locations. Most detection and warning systems are based on physical or chemi useful detection and identification information.

properties of biological agents. The point detectors include dipstick kits selective f¢ ¢  Underlying sensor technology exists in many countries.

some but not all AG agents (see Table 3.0-2) or multiarray sensors using antibod
generated against AG agents or gene sequences complementary to AG agents. lde

fication systems, which are critical to medical response, use immunochemical or genegjodetection systems providing limited warning and identification functions cur-
probe techniques or mass spectral analysis. No single sensor detects all agenn@y exist. Systems in the inventory or in the advanced stages of development warn
interest. Detectors for b|olog|ca! agents must have a short response time (less thaRad biological attack has occurred and collect samples for subsequent laboratory
minutes for biological agents) with a low false alarm rate. Detection equipment myghlysis. However, no real-time, on-site detection systems are available today. The
be integrated with a command and control system to ensure an alarm is raised. Egg growth in biotechnology is assisting in the area of improved biological defense
warning Is essential to avoid contamination. Agent |Ocat|0n, |nten5|ty, and duratl@&hno|ogies’ a_|though many of the same advances can also be used to improve bio-
are crucial parameters for command decisions. logical agents.

Sensor systems based on physical or chemical properties of biological agent iRTIONALE
clude high-performance liquid and gas chromotography, mass spectrometry, scatter-

ing Light Detection and Ranging (LIDAR), and ion mobility spectrometry (IMS). The Early detection and warning is the first line of defense against biological agents.
basic recognition component of the sensor designed for a specific agent is generdligtection and identification of biological agents allow commanders to take steps to
large molecule that binds selectively to the target agent. The recognition molecualesid contamination, to determine the appropriate protection for continued operations,
are physically bound to a supporting surface that generates a signal (transductoi)to initiate proper prophylaxis and therapy to minimize casualties and performance
when the recognition molecule binds the biological agent. The methods for transdiegradation.

tion include (1) changes in absorption of light at specific wavelengths; (2) changes.j :

resonating frequency of a piezoelectrically active surface caused by mass effe'%:@?ElGN TECHNOLOGY ASSESSMENTSee Figure 3.0-3)

(3) changes in pathways of light movement at an interface of target agent and recogni-Besides the United States, several countries have a significant capability in the
tion molecules; and (4) switching of a light-conducting pathway resulting from intesensor technology that underlies detection and identification of biological agents:
action of recognition molecule with the biological agent. Recognition molecules &anada, France, Germany, Israel, Japan, The Netherlands, Russia, Sweden, and the
antibodies (association constants of10109), receptors (dissociation constant, KD, UK. Several other countries are just a step behind: Austria, China, Czech Republic,
KD = <10, or DNA sequences complementary to genetic material encoded by fialand, Hungary, Slovak Republic, South Africa, Switzerland, and the Ukraine. The
biological agent. worldwide efforts to develop improved biological agent detectors are extensive.

Highlights

» Reliable, quick-response sensor systems are essential for detection

[1-3-19



Table 3.3-1. Detection, Warning, and Identification Technology Parameters

Sufficient Technology

Export Contr

ol Critical

Unique Test, Production,

Unique Software

Technology Level Reference Materials and Inspection Equipment and Parameters
Immuno-based detectors | Capability of detecting WA ML 7; Antibodies directed | Antibody development None identified
organisms of AG agents . against AG list
WA IL Cat 1A; agents
USML X1V
Gene-based probe Capability of detecting WA ML 7; Polynucleotides Gene sequence data None identified
organisms of AG agents . complementary to
WAILCat1A; | A% gene
USML XIV sequences;
polymers
Molecular recognition Capability of detecting WA ML 7; Antibodies directed | Coatings, films, or fibers | Molecular modeling (e.g.,
(e.a., antigens, organisms of AG agents. WA IL Cat 1A: against AG List of biopolymers or protein and DNA
antibodies, enzymes, Can recognize weapons ’ agents or chemical polymers that | sequencing)
nucleic acids, oligomers, | grade agent, by-products of | USML XIV polynucleotides bind BW agents (binding
lectins, whole cells, its preparation or manufac- complementary to Kd less than 1 x 10-8)
receptors, organelles) turing signatures; does not AG gene sequence
recognize normally occurring
environmental materials.
Mass Spectrometry Capable of scanning samples | WA ML 7; None identified Database development; | Spectrumrecognition
of 10,000 daltons or less in WA IL Cat 1A: portable, field-rugged algorithms
30 minutes or less ’ mass spectroscope
USML X1V
IMS Detecting hundreds of WA ML 7; None identified Database development; | Spectrumrecognition
organisms WA IL Cat 1A: ion source; spectro- algorithms
' scope capable of
USML XIV; concentrating and
CCL Cat 6 analyzing 1,000
organisms
Scattering LIDAR Detect agent (liquids and WA ML 7; None identified None identified Spectrum and
aerosols) at any distance WA IL Cat 1A: background recognition
' algorithms
USML X1V
Transducers [e.q., Converts recognition of WA ML 7; None identified Production equipment Spectrum recognition
optical, electrochemical, | agents to an optical or WA Cat 3A: configured for the algorithms
acoustic, piezoelectric, | electrical signal; low ’ detection of biological
calorimetric, Surface hysteresis; optical/ USML XIV; agents
Acoustic Wave (SAW); | electronic component CCL Cat 3A

fiber-optic wave guide]

processing within 30 minutes
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Table 3.3-1. Detection, Warning, and Identification Technology Parameters (cont'd)

Technology

Sufficient Technology
Level

Export Control
Reference

Critical
Materials

Unique Test, Production,
and Inspection Equipment

Unique Software
and Parameters

Sample Collection (e.q.,
air, liquid, dust, soil
sampling)

Collects and concentrates
<10 pm particles into liquid
medium

WA ML 7;
USML XIV

None identified

Aerosol samplers able to
collect <10 pm diameter
particles into a liquid

None identified

Sample Processing
(e.q., cell disruption,
concentration, purifica-
tion, or stabilization)

Completion within 30 minutes

WAML 7;
USML XIV

None identified

Neg. pressure orifice
devices for rupturing cell
membranes or wall/
retention of nucleic
acids; impact collectors;
ion trap mass spectrom-
eters capable of scan-
ning samples below
10,000 daltons in

5 minutes or less;
pyrolyzers

Spectrum recognition
algorithm

Development and use of
sensor models

Specific performance of
military sensors

USML XIII

lists

Software/technical
data for military
systems on control

None identified

None identified
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Table 3.3-2. Detection, Warning, and Identification Reference Data

Technology

Technical Issues

Military Applications

Alternative Technologies

Immuno-based detectors

Low cross-reaction of antibodies with
non-pathogenic organisms

Confirmation and All Clear device;
screening device

Light scattering (e.g., LIDAR) not
specific for agent; culture and
morphological characterization of
the agent

Gene-based probe

Obtaining the sufficient length of
nucleic acid sequence (approx. 30 to
40 polynucleotides) to define the
pathogen

Characterization and identification of
AG agents; enables the conversion of
pathogenic to non-pathogenic
organisms and vice-versa

Light scattering (e.g., LIDAR) not
specific for agent; culture and
morphological characterization of
the agent

Molecular recognition (e.q.,
antigens, antibodies, enzymes,
nucleic acids, oligomers, lectins,
whole cells, receptors,
organelles)

Identifying specific epitopes or
genetic sequences characteristic of
threat agents; designing probes that
are specific for the epitopes or
sequences that are stable under the
conditions of use and can be incor-
porated into the sensor

Contamination avoidance; biological
agent detection; process and quality
control in biological agent
manufacturing

Light scattering (e.g., LIDAR) not
specific for agent; culture and
morphological characterization of
the agent

Mass Spectrometry

Requires sophisticated software; must
know what you are looking for;
extremely powerful analytical tool;
training/maintenance requirements
higher; requires significant power; size
and weight problems

Identification of agents

Stand-off technologies including
light scattering (e.g., LIDAR) not
specific for agent; culture and
morphological characterization of
the agent

IMS

Detect broad range of biological
materials, including agents; short
response time; semi-quantitative

Alarm with potential for individual
application, monitoring; early warning

Immuno-based detectors, gene-
based probes, and molecular re-
cognition; culture and morphologi-
cal characterization of the agent

Scattering LIDAR

Background varies widely; size, power
and weight requirements; need
frequency agile laser

Early interrogation of suspect aerosol
clouds

Immuno-based detectors, gene-
based probes, and molecular re-
cognition; culture and morphologi-
cal characterization of the agent

Transducers (e.qg., optical,
electrochemical, acoustic, piezo-
electric, calorimetric, SAW, fiber
optical wave guide)

Miniaturization, stability to environ-
ment and exposure to samples;
reproducibility, calibration; simplicity
of use

Contamination avoidance; biological,
chemical agent detection

Culture and morphological
characterization of the agent

Sample Collection (e.q., air, liquid,
dust, soil sampling)

100-1,000 liters of air per minute;
sample preparation; separation and
concentration of biological agent

Contamination avoidance; biological
agent detection; process and quality
control.

Appearance of illness in exposed
personnel

Sample Processing (e.q., cell
disruption, concentration,
purification, or stablization)

Sample processing while maintaining
integrity of agent; automation and
miniaturization; amplification
techniques

Contamination avoidance; biological
agent detection; process and quality
control in biological/toxin agent
manufacturing.

Appearance of illness in exposed
personnel

Development and use of sensor
models

Clutter characteristics; specific sen-
sor techniques for clutter rejection/
sub-clutter target detection/identifi-
cation

C3I; mission rehearsal

Appearance of illness in exposed
personnel
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SECTION 3.4—BIOLOGICAL DEFENSE SYSTEMS

OVERVIEW

This section covers measures that can be taken to protect forces in a biologici
weapons environment. The protection and countermeasures issues related to biolot
cal warfare and defense concern the individual soldier and the unit.

The individual soldier can be protected by providing prophylactic treatment be-
fore deployment into a risk area, by providing full respiratory protection during time
periods of potential exposure [Mission-Oriented Protection Posture (MOPP) gear] tc
the biological agent, or by using pharmacological, physical, or biomedical antidotes tc
threat agents shortly after exposure. Prophylaxis of the individual is generally accom
plished by immunization, using the attenuated or dead biological agent, which serve
as an immunogen. More recently, it has become possible to provide protection b
immunizing personnel against a fragment of the toxin/biological agent. Initiating the
immunization process to achieving protection usually involves a period of weeks!
Multivalent vaccines and DNA vaccines are in development to enhance counter:

Highlights

A proliferant would require some type of BW defensive capability
for protection during employment and defense against a counter-
attack.

Vaccines are possible but the agent must be known (requires lead
time for full protection).

Detection and identification are key to determine appropriate
defensive measures to take after an attack.

A mask is sufficient to prevent amajority of biological agentsfrom
infecting personnel.

Biotechnology offers potential for enhanced protection in the
future.

measures against biological agents.

Protection measures for a unit or group primarily rely on weather monitoring,
remote probe monitoring for biological agents, and central command data acquisition,
transfer, and analysis. Large-scale decontamination measures for barracks, vehigiR§ferons and interleukins, immuno-enhancing drugs, such as arsphenamine and
and other equipment are also considered unit protection. cefodizime, act to stimulate natural immune response. These drugs are used widely in

Individuals can be protected from exposure to biological weapons agents by medicine following chemotherapy and for treatment of various autoimmune diseases.
tive or passive immunization against the agents. Figure 3.0-2 has identified mangofwth factors for cells of the hematopoetic immune system have been found useful
the agents of concern. A nation’s capability to use a biological agent should be limii@dameliorating immunosuppression conditions. BRMs can be administered via con-
by its ability to provide protection against the agent for its forces and civilian populgentional methods, using encapsulation technology for mass treatment through aero-
tion. A proliferant may not recognize such a limit. In addition, administering biologsols or using controlled release systems for long-term internal treatment. Although the
cal response modifiers (BRMs) to personnel at the appropriate time can mobilizeithenune system enhancers are of potential benefit, they may have undesired side ef-
immune system in a normal individual. This will reduce the likelihood that exposuiects, such as fever and malaise, that can degrade combat performance.
to a biological or toxin agent will degrade the individual's function or result in disease  Anti-idiotype antibodies can be used to initiate immunization in forces against
or death. These performance enhancers (BRMs) are discussed in detail below. toxic biological agents. Immunization with the anti-idiotype can induce production of

BRMs or immunomodulators are biomolecules with the ability to enhance or dintibodies that recognize and bind the biological agent specifically and selectively. In
minish the immune response of the body. During the last decade, several BRMs (thg.most favorable scenario, the human subject would be completely protected immu-
interferons, interleukins) have been identified. When injected, they enhance the imlogically and yet never be exposed to attenuated biological or toxin agent.
mune response of the human subject to a given antigen (virus or bacterium). Deriva-|mmunosuppressants are one class of BRMs that show promise in offensive bio-
tives of these immune enhancing agents can be administered to personnel to iIMpRyigal warfare. These are substances that cause subjects to become “immuno-
performance efficiency. compromised” or more susceptible to infection and, therefore, can be used directly or

Several naturally occurring proteins, including interferons and interleukins, funic- concert with other encapsulated chemical or biochemical weapons for diminishing
tion as immunostimulating BRMs. In addition to naturally occurring BRMs such @ adversary’s capabilities. These substances include pharmaceuticals, such as
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cyclosporin, rapamycin, and FK506, which are useful in chemotherapy treatmentsdfiiensive operations. Secondly, an attacker would have to be prepared for a counter-
various cancers and in the prevention of organ, bone marrow, or skin graft rejecti@itack in kind (depending on the opponent).

Biological agent protection requires only respiratory and eye protection rather Self-protection defensive measures would be easiest to take in an offensive attack
than the complete MOPP gear required for chemical protection. The protective gaode. The attacker would know in advance what biological weapon(s) would be em-
ment requirements include resistance to the penetration of biological weapon or tgtayed and could immunize those that might come in contact with the organism(s).
materials, filtration of inflow air to remove particles containing the agents, and cooliRgotective masks could be worn to provide additional protection.

of the interior compartment. When being attacked, a country would encounter problems similar to those faced

Current clothing and mask systems used for protection against biological agdntshe United States: unknown agents being used at an unspecified place for an unde-
act as a barrier between the agent and the respiratory system or mucosal tissues wrthaned duration. Immunization requirements would have to be determined by intel-
target. They do not inactivate the agent. For biological protection, such clothindigence reports of enemy capabilities. Some type of detection (see Section 3.3) would
sufficient but is not comfortable. Visual field of view is decreased and the head maskneeded to alert forces to take protective measures.

results in discomfort because of temperature increase and fogging. FOREIGN TECHNOLOGY ASSESSMENT(See Figure 3.0-3)

RATIONALE Vaccines can be produced by any country with a pharmaceutical industry. Equip-
Biological defense systems technologies have been included for two reasonent can be purchased on the open market since itis all dual use. Protective masks are

First, an aggressor can be expected to have some standard of protection for the foacke in many countries. A simple dust mask could provide significant protection as

employing BW. Standards of protection could vary from minimal to sophisticated, Hohg as it was worn when being exposed to the biological agent.

all should be considered, especially those that allow a proliferant to feel secure in
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Table 3.4-1. Biological Defense Systems Technology Parameters

Sufficient Technology Export Control Critical Unique Test, Production, Unigue Software
Technology Level Reference Materials and Inspection Equipment and Parameters
Production and design Any capability WA ML 7; Butyl rubber; Simulated agents; leak- | Software for generating
technology for protective WA Cat 1A: silicone rubber age testers; mannequin- | facial contours
masks ’ face model for mask and
USML X Suit design; particle-size
analysis equipment

Production and design Any capability WAML 7; Teflon/Kevlar Simulated agents None identified
technology for collective USML X laminate for biologi-
protection cal resistance,

decontaminability

and environmental

durability
Decontamination Any capability WA ML 7; Hypochlorite or simi- | None identified None identified

USML XIV lar bleach compound

or autoclaving for

sterility
Vaccines Any capability CCLEAR99 Target strains None identified None identified
BRMs Any capability CCL EAR99 None identified None identified None identified
Regenerative collective | Any capability WA ML 7; Filter systemto Simulated agents; None identified
protection - Membrane USML XIV remove 0.1- to particle-size analysis
filtration 15-micron particles | equipment

by sieve action
Regenerative collective | Any capability WA ML 7; Portable plasma Simulated agents; None identified
protection - Plasma USML XIV generator recovery of infectious
destruction agent
Encapsulation: Any capability CCL EAR99 None identified None identified None identified
liposomes; polymer
entrapment; micelles;
emulsions;
immobilization of
biopolymers
Antibiotics Any capability CCL EAR99 None identified None identified None identified
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Table 3.4-2. Biological Defense Systems Reference Data

Technology

Technical Issues

Military Applications

Alternative Technologies

Production and design
technology for protective
masks

Communications (microphone pass-
through); respiration (air management);
eye protection; composite eye lens
retention system; anthropometrics;
performance degradation; ability to
consume fluids

Protective masks that are suitable in
removing aerosol dispersed biological
agents

Avoid contamination

Production and design
technology for collective
protection

Affordable; deployable; adaptable to
structure

Continue to operate without degradation

Individual protection

Decontamination

Volume of agent; time required; adapt-
ability to unknown agents; environmen-
tally sound; identification of what needs
to be decontaminated; identification of
decrease of toxicity to allowable level

Reduce contamination to allow military
operations

Oxidizing or chlorinating
chemical treatment; heat at
120 °C with pressure

Vaccines Efficacy of vaccine; efficacy of Minimize BW casualties; reconstitute Preclude viral or bacterial
prophylaxis; pre- vs. post-exposure forces; maintain performance standards | entry or maturation in target
treatment tissue

BRMS Efficacy of prophylaxis; pre- vs. post- Minimize casualties after BW attack; Enhance immune response

exposure treatment

reconstitute forces; maintain
performance standards

Reagenerative collective
protection - Membrane
filtration

Remove particles having average
diameter of 0.1-15 pm, and allow rapid
flow of air

Reduction of logistics burden; preclude
inhalation of aerosolized biological agent

Standard filters

Regenerative collective
protection - Plasma
destruction

Production of lightweight plasma
generators (e.g., ozone that is
bactericidal or inactivates viruses)

Reduction of logistics burden; inactivate
aerosolized biological agent

Standard filters

Encapsulation; liposomes;

polymer entrapment; micelles;

emulsions; immobilization of
biopolymers

Ensure release of prophylaxis and
therapeutics shortly after contact with
plant/animal/human tissues

Individual protection; decontamination;
performance retention

None identified

Antibiotics

Inhibit cysteine proteases or cellular
transport

Minimize casualties after BW attack;
reconstitute forces; maintain
performance standards

Preclude viral or bacterial
entry or maturation in target
tissue
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